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Pasma radiowe

UNITED
STATES

FREQUENCY =
ALLOCATIONS =

THE RADIO SPECTRUM

Radio Services

300 MHz

i i i

Federal/Non-Federal Rights

ey Wi-Fi Bands.

: I

Allocation Usage Designation

https://www.ntia.gov/sites/default/files/2025-09/ntia-us-frequency-allocations.pdf
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Podstawy zagtuszania pasm radiowych
1) Rys historyczny

a) pierwsze udokumentowane zagtuszanie pasm radiowych - | Wojna Swiatowa

b) Il wojna Swiatowa - zaktdécenia radardéw, operacja “Window”
c) zimna wojna - kwestie propagandowe

A SPOT JAMMING
S e 1S LIKE
RIFLE FIRE




Podstawy zagtuszania pasm radiowych

Chaff - wypuszczanie paski folii w powietrzu
ELINT (Electronic Intelligence) - analiza parametréw sygnatow
GCI - Ground Controller Interception (nadawanie sygnatéw o duzej mocy)

Electronic Warfare 1944/45

Bombers dropping Window ety ?F‘
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Podstawy zagtuszania pasm radiowych
1) Kanat komunikacyjny

KANAt KOMUNIKACYJNY W TORZE RADIOWYM

NADAJNIK (STACJA A) KANAt RADIOWY ODBIORNIK (STACJA B)
/ \ / przestrzen, w ktorej rozchodzi sie fala radiowa
W~
C )
o
7oA [ « tlumienie (path loss)
ZRODEO | | ODOWANIE WZMACNIACZ ANTENA - wielodrogowosé WZMACNIACZ DEMODULACJA ODBIORCA
INFORMACI | | | mopuLACIA MOCY (PA) NADAWCZA + odbicia, dyfrakeje NISKOSZUMOWY | DEKODOWANIE INFORMAC)I
ANTENA + zakidcenia (szum) ANTENA (LNA)
( ) NADAWCZA * fading ODBIORCZA
. (1)
S — >
. >
= | B A x > Pl o~ P W)
101101... b <Y s N - 101101...
- Z
dane, glos, NS . N F dane, gtos,
obraz N R Naie? obraz
" "
= ~ P g 00D
e e N 0oo
S G N oo
fale docieraja roznymi drogami
i z réznymi op6znieniami (wielodrogowosc)
TOR NADAWCZY KANAL RADIOWY TOR ODBIORCZY
ZRODEO INFORMACI - generuje dane (np. glos, obraz, tekst) Fala radiowa rozchodzi sie w przestrzeni, podlega ttumieniu,

1 o SR 3 S % WZMACNIACZ NISKOSZUMOWY (LNA) - wzmacnia staby sygnat
odbiciom, zakiéceniom i fadingowi. Dociera do odbiorcy

roznymi drogami i z réznymi op6znieniami. DEMODULACJA | DEKODOWANIE - odzyskuje dane z sygnatu
ODBIORCA INFORMACJI - odbiera odtworzone informacje

KODOWANIE | MODULACIJA - przygotowuje sygnat do transmisji

WZMACNIACZ MOCY (PA) - zwigksza moc sygnatu radiowego

ANTENA NADAWCZA - zamienia sygnat elektryczny na fale radiowa —> kierunek propagadji fali bezposredniej (LOS)
— — = » drogi wielodrogowe (odbicia)

KANAL KOMUNIKACYJNY

(od wejscia zrodta informacji do wyjscia odbiorcy)



Podstawy zagtuszania pasm radiowych

1) Budowa toru odbiorczego
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Podstawy zagtuszania pasm radiowych

1) Budowa toru odbiorczego
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https://www.analog.com/en/resources/analog-dialogue/articles/where-zero-if-wins.html



Podstawy zagtuszania pasm radiowych

Antenna
S2 S1
« A vyl
) . =
i s -
; I
Mixer input I : RF RF IF Amplifier Audio
: : | YFilter Amplifier Mixer & Filter Demodulator Amplifier
1 X X
(. vy vV AY >
/] Image LO RF f
Mixer output |— 1F.——1F —| IO
Shel Local
[ DRI | oscillator
L1t
F  f-
IF filter .
filter 1
IF filter 1
output S1

https://en.wikipedia.org/wiki/Superheterodyne_receiver



Podstawy zagtuszania pasm radiowych

1) Zaszumianie Noise Jamming

a) nadawanie szerokopasmowego szumu, przewaznie o duzej mocy
2) Podszywanie sie - Spoofing

a) wysytanie btednych sygnatéw odbieranych przez odbiorniki

i) ciekawostka: w trakcie Drugiej Wojny Swiatowej operatorzy naziemni nadawali
komunikaty do wrogich pilotow w ich jezyku

3) Folia zagtuszajgca (Chaff Jamming)



Przyktady zagtuszania



GPS Jamming
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Frequency kHz

Modulation Hz

1575420
M3d M5h M7t WSk

UBX - MON [Monitor) - HW (Hardware Status)

Real Time Clock Status [uncalibrated RF1
Noise Level: 105
Antenna State Status:  [UNKNOWN

—
Antenna Power Status: |UNKNOWN AGC Monitor: 181%
— —
safeBoot Mode: inactive Cw Jamming Indicator: 51%
[]
OFF 0 OFF Jamming Status: |
dBm
]Unknown [Disabled/uninitialized or antenna disconnect
MHz TX Pwr
0,008
F-ll W W
FC =] = 3
Modulation Amp =3 -
259 4 i 259 4 UBX - MON (Monitor] - HW (Hardware Status)
2
Real Time Clock Status | ncalibrated RF1

MCy Moc MrvwFMN AV IEXT IASK MIFSK I NPR Noise Level 56

Antenna State Status:  |UNKNOWN ——
Antenna Power Status: [ JNKNOWN AGC Monitor: 295%

= e
safeBoot Mode: mnactive CWw Jamming Indicator: 93.7%

Jamming Status: =

|Unknown [Disabled/uninitialized or antenna disconnect




GPS Spoofing



Longitude
Latitude
Altitude
Altitude [msl)
TTFF

Fix Mode

3D Acc. [m]
2D Acc [I'l'x]
FPDOP
HDOP

Satellites

86.92501550 *
27.98808100 °
8846.400 m
8886.400 m

3D

10
10




GPS Spoofing
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GPS Spoofing

A rafal@CL: ~/multi-sdr-gps-sim = (i

Nav: 12 satellites
20735254.
23082265.
23895688.
21821911.
21681236.
24099583.
22099325.
22734247.
24188451.
22925255.
20692521.
25645547 .

w

XyZ = 302769.9, 5636025.5, 2979493.1

11h 27.988100, 86.925000, 8848.0
Duration: 1550.0s

RINEX date: 2026 01 16 15:59

Almanac date: Disabled or invalid.

Start time: 2026/01/16,15:20:00 (2401:487200)
Simulation time: 2026/01/16,15:25:30 (2401:487530)
Elapsed: 340.7s

w N
ww oo wWwN

w o =

w O

ION ALPHA 1.676e-08 -7.451e-09 -5.960e-08 1.192e-07
ION BETA 1.311e+05 -1.475e+05 6.554e+04  -1.311e+05
DELTA UTC -9.313e-10 -7.994e-15 61440 2402
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VO WNRRKEWWEREWSN M
OO WUV ENWWIERERNO

L b
.8
53
<5
.6
.4
.8
o3
.8
=0
=9
)

CON B SN W WO

N = 0 W

https://github.com/Mictronics/multi-sdr-gps-sim



GPS Spoofing

M-PLUTO

Learning Module




GPS Spoofing

Low Noise and Low litter XO

ra |(O 2.5mm x 2.0mm %
e ET2MN Toxo FOX

RX03225M Features
* Both continuous & fixed Vdd options available
1.0 Specification References * Output waveform clipped sinewave
P * Hermetically seam-sealed ceramic package
arameter Description 5
* Low current consumption
a. Rakon part number 513371
Pb Rors €| STANDARD SPECIFICATIONS
cagbocument|D BXO3225M:00 FREE PARAMETERS MAX (Unless otherwise noted)
Frequency Range (Fo) 10.000 ~ 52.000MHz
2.0 Absolute Maximum Rating * /\ Temperature Range
Parameter Min. Max Unit - Operating (Toer) -40°C ~ +85°C (See part numbering guide below)
a.  Power supply 0.5 +4.2 v Storage (Tswc) AQ2C 42550
b. Storage temperature -55 125 (> Frequency Stability vs:
Over Tolerance (Pre-reflow) +1.0 PPM (Reference to fo, at 25°C+2°C)
3.0 Frequency Characteristics Over Tolerance (24 hrs after reflow, 2x) f:g z:m gEfEFE:tCE to LO, at 25°(_3§2;C)I :
2 +2. ee part numbering guide below
Parameter Min. Typ. Max. Unit Test Condition / Description Over Temperature Range 0.2 PPM (Vddp+ 5%) B8
o +0. +
a.  Nominal frequency 40.000 MHz Over Supply Voltage Change (Voo+5%) £0.2 PPM (CL + 1kQ//+1pF)
b. Temperature range -40 85 °C Over Load Change [1kQ//1pF] it - =20
c.  Frequency stability ppm Including initial calibration, temperature range, Supply Voltage (Voo) - il 3‘6;\/(5ee part numbering guide below)
supply variation and load variation Input Current (lop)
d.  Long term stability 13 ppm First year, at 25°C 10.0 ~ 26.0MHz 2.0mA

+1 ppm/yr After first year, at 25°C
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WiFi Jamming

Reply from . . .78: bytes=32 time=3dms TTL=51 . . :
Reply from : 5 .78: bytes=32 time=17ms TTL=51 Pasmo SleCIOwe (kana*) 5 GHZ (44)
Reply from : . .78: bytes=32 time=17ms TTL=51

Reply from : 4 .78: bytes=32 time=23ms TTL=51 e
Reply from 91.236.131.78: bytes=3 time=35ms TTL=51 Zagregowana szybkosc¢ tacza  1081/600 (Mbps)
Reply from : . .78: bytes=32 time=37ms TTL=51

Reply from : : .78: bytes=32 time=19ms TTL=51 = ' s .
Reply from . . .78: bytes=32 time=34ms TTL=51 (Odbleranle/przesy*anle)
Reply from . . .78: bytes=32\time=17ms TTL=51

Request timed 5

Reply from : : .78: bytes=32 time=2697ms TTL=51

Reply from i : .78: bytes=32 time=21ms TTL=51

Reply from : : .78: bytes=32 time=3dms TTL=51

Reply from : . .78: bytes=32 time=1262ms TTL=51

Reply from > : .78: bytes=32 time=21ms TTL=51

Reply from . . .78: bytes=32 time=20ms TTL=51

Reply from . . .78: bytes=32 time=2253ms TTL=51

Reply from - 5 .78: bytes=32 time=20ms TTL=51

Reply from : . .78: bytes=32 time=25ms TTL=51

Request timed .

Reply from : : .78: bytes=32 time=3736ms TTL=51

Reply from : 5 .78: bytes=32 time=20ms TTL=51

Reply from > : .78: bytes=32 time=18ms TTL=51

Reply from . . .78: bytes=32 time=1028ms TTL=51

Reply from . . .78: bytes=32 time=22ms TTL=

Reply from : 5 .78: bytes=32 time=106ms TT 1

Reply from : . .78: bytes=32 time=43ms TTL=51

Reply from - . .78: bytes=32 time=18ms TTL=51

Reply from 2 : .78: bytes=32 time=104ms TTL=51
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'Podstuchiwanie danych

%4 SDR# v1.0.0.1716 - PlutoSDR

—
=08 i 100.000.000 «»
Filter Blackman-Hanis 4
Bandwidth Order
32000 5 12405
Squelch CW Shift
505
Step Size
Snap to Grid 1Hz
Correct IQ
Swap|&Q
Samplerate 4
Input
Output IME

FM Broadcast

Latency (ms)

) Unity Gain Filter Audio

» AGC

v FFT Display

View Both

Window Blackman-Haris 4
Resolution 131072

Spectrum Style  Static Gradient
Time Markers Gradient
Mark Peaks

Smoothing

S-Attack |

S-Decav [ |

Range

Offset

5.218.170.000 o

RN

G SOR# v1.0.0.1716 - PlutoSDR

Seso 0 315.560.001 «
O WM o8 Ocw RAW 4
P Backmanions7 -r~>"”""”‘”ww’ ,JJ W M"\UJ\W\W‘/‘N

Cwshi

FMSiereo (] Step Size

Gid @ 10kH:

rectia

Semplerate

input
Ouput

Unity Gain (@ Fiter Audio

Both

Blackman Hars 4




Podstuchiwanie danych

SIGLENT Waiting for Trigglli®
Ref -20 dBm Att 0dB > M1 606 ps -36.18 dBm
Log 20, -
10dB
300
01 B s
v =l T
Cont 0.0 HHHHEA TR I ‘ |
[ AR
s0.0ll |l \h‘ ” ‘ \‘ I H‘J A |
,1a.‘! ‘ J “
A ( 800" 1| H ‘lH ‘ r;x.,:{m.‘; ‘\;‘ ‘ H ’ Bl ity Y
-90.0
-100.0f
-110.0f
-120. -~
Start 867.9 MHz Center 867.9 MHz Stop 867.9 MHz
RBW 300 kHz ~ VBW 300 kHz Span OHz SWT 100 ms
Ref -20 dBm Att 0dB > M1 606 ps -84.95dBm
Log 20, =
10dB
-30.0
\ [ [
Video 00 ‘ —
LgPwr \ ‘
Cont -50.0( ‘ + ‘
-80.0/ [ 1 ‘
-70. i 3 ‘ .
‘ ‘ Trig Line: -69.7 dBm
|
A 80.0( - j !
W I f'vl"‘M
{ Iy I) W1
-90.0
-100.0f
-110.0/
120, a

BW

RBW
300 kHz
Auto
VBW
300 kHz

VBW/RBW
1

Avg Type

Log Pwr

Local
RBW

300 kHz
Auto Manual

VBW
300 kHz

Auto Manual
VBW/RBW
1

Avg Type

Log Pwr

Start 867.9 MHz
RBW 300kHz  VBW 300 kHz

Center 867.9 MHz
Span 0Hz

Stop 867.9 MHz
SWT 5ms

Local



Podstuchiwanie danych

SIGLENT Waiting for TriggBll®
5 Ref -20dBm “Att 0dB > M1 606 ps -84.95dBm
:nga 3x Symbol "1" OOK circa 6kbit/s
09 ¥ 1 bit
= = = = — il p =
Video 400 |_‘
LgPwr
Cont =50.0
. Trig Line: -69.7 dBm
B0 Nh l.l‘1 LRy i { s I I i r,i ' 1 | §
A (;&P\Z hiplﬂﬂrilk'll |IJM.'(["1 Wﬁ \f("{rg)ﬁh" ﬂ’\f h 4!‘ r‘j w"ﬂh'ﬁ\( LJ f}"’lwlrlﬁll\illw HLM JLﬁWMﬁ'ﬂId'”' | t,JILJh"],I mh’i“\'u\.ﬂha
Symbol "0"

Start 867.9 MHz Center 867.9 MHz Stop 867.9 MHz
+RBW 300 kHz ~ VBW 300 kHz Span 0Hz
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Podsumowanie

1) Zaktocanie pracy systemow radiowych jest mozliwe na kilka sposobow
a) Noise Jamming
b) Spoofing

2) Technika SDR pozwala na generowanie réznych sygnatow radiowych w
szerokim spektrum czestotliwosci

3) Z wykorzystaniem analizatora widma mozliwe jest dekodowaine i analiza
ramek danych prostych systeméw ISM/RKE
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